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[0017] A document to be shared is created in advance on a client 101 in 
Fig. 1, and a mail address dedicated to registration at a shared document 
management device 102 is used as a destination address of a mail header 
202 to send a mail with the previously created document attached thereto. 
10 The procedure so far is the same as an ordinary e-mail with an attached file. 
The e-mail directed to the registration-dedicated mail address is passed to a 
document registration/update system 104 utilizing the present invention, 
and the processing in Fig. 2 is started. 

[0018] A mail information analysis portion 207 and a server registration 
15 portion 209 in Fig. 2 will be described in detail with reference to Figs. 3 and 
4, respectively. Referring to Fig. 2, the passed e-mail is taken in to mail 
information analysis portion 207, where mail header 202, a mail main body 
203, an attached file 204, an attached file 205, and an electronic signature 
206 are separately held. Although there are two attached files (204, 205) 
20 to e-mail 201 here, there may be at least one. 

[0019] Upon arrival of an e-mail, mail information analysis portion 207 
extracts a corresponding certificate and registration location information 
from user information 208 that is a table having pairs of individual 
certificates (including a mail address) and registration location information 
25 prepared on the server in advance, based on the sender address included in 
mail header 202, at step 302. If there is no applicable data, at step 306, it 
is reported to the sender address that the user authentication fails to 
disable the registration. 

[0020] Then, at step 303, a digest is created from the mail and the 
30 individual public key in user information 208, and it is compared with the 
attached digest for authentication at step 304. If they are the same as a 
result of authentication, the registration location information and attached 
files 204, 205 as taken in are passed to a server registration portion 209 



(=step 401). Here, there may be one attached file or more (two or more). 
[002 1] If they are different, it is determined that the message is modified 
or faked, which will be handled at authentication error processing 306. 
Next, server registration portion 209 arranges attached files 204, 205 in the 
5 registration locations in a storage device 105. Thereafter, the registered 
document is read by the shared document server and is displayed at the 
document-viewing client. 
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[0030] In accordance with the invention in the first embodiment, the 
attached file to the e-mail has the registration location that is determined 
based on the registration location predefined in user information 208. The 
registration location can be changed easily by registering it in the mail 

15 main body, rather than by changing user information 208. 

[003 1] The system configuration is similar to that in the first embodiment 
as shown in Fig. 2, except the inside of mail analysis portion 207, which is 
shown in Fig. 7. In the third embodiment, upon arrival of an e-mail, mail 
information analysis portion 207 extracts a corresponding certificate and 

20 registration location information from user information 208, which is a 

table having pairs of individual certificates (including mail addresses) and 
registration location information prepared at the server in advance, based 
on the sender address included in mail header 202, at step 702. Step 705 
thereafter follows. 

25 [0032] If there is no applicable data, it is reported to the sender address 
by mail that the user cannot be authenticated. Then, at step 703, a digest 
is created from the mal and the individual public key in user information 
208, and it is then compared with the attached digest for authentication at 
step 704. 

30 [0033] If they are the same as a result of authentication, the registration 
location information and attached files 204, 205 as taken in are passed to 
step 705. Here, there may be one attached file or more (two or more). If 
they are different, it is determined that the message is modified or faked, 
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which will be handled at authentication error processing 706. 
[0034] At step 705, it is checked whether there is a content in the mail 
main body, and if no, step 708 follows, where the registration location 
information in user information 208 and attached files 204, 205 are passed 
to server registration portion 209 and thereafter processed in a manner 
similar to Fig. 4 of the first embodiment. If there is a mail main body, 
whether it is a directory or not is checked, and if it is a directory, it is 
determined as registration location information at step 708. If it is not a 
directory, it is determined as an error, which will be handled at step S709. 
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Abstract 



PROBLEM TO BE SOLVED: To register attached files at registration positions specified by users by determining the 
registration positions of a storage device that a document sharing server reads according to the header information 
of electronic mail and registering the attached files. 

SOLUTION: The electronic mail is inputted to a mail information analysis part 207 and held in a mail header 202, a 
mail body 203, attached files 204 and 205, and an electronic signature 206. The analysis part 207 extracts a 
corresponding individual certificate and registration position information from user information 208 prepared on the 
server according to the transmission source address included in the mail header 202. A digest is generated from the 
mail and the individual open key of the user information 208 and compared with an attached digest and when they 
are the same, the registration position information and attached files 204 and 205 are passed to a server registration 
part 209. The server registration part 209 arranges the attached files 204 and 205 at the registration positions of the 
storage device. 
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